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[ sir^e 9V^ bfiBich, ws teetafcmi ttepvta vmmm if does <r 

^wcKmiatmhadMonalpsgo&ifnaciissaiy) , 


We consulted with data privacy sawyers and. a third patty toreso 
affected by the error. We took prompt remediai steps, including 

c vanstof m<$ wets steps to identify m Ises! we co 
:p?opwiftstrudt|ons to gfhp#y®@sip.harsdi9g.10S 

aktwhowdd ■ 1 

9s, Vfewili 'have-: j 

enhanced oversight of staff for the future sending of 1099s. 
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1 

•j 
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I '$$ )f&ss c w th# social &TWMdyal psyees; steng wfiit ftffrtt wrti mains $ddr$8$ «ii olhfrirtfdrmai^p found, te.a . j 

j Form 1099 , The incident occurred at the er»d of January' 2018, when our firm's accounting staff sent Form 1.090s felting to ail 
{vendors w. other third parties wa hast paid during 2017 for whom Form 1099s are required. We teamed of the incident or? February 7, I 
2018, when a vendor who received two Form 1099s in their package skirted ua to the issue involving a New Jersey resident, 

j We are net aware of any other Instances where a Form 1099 recipient received another Individual's 1099. To ensure that, all intended ! 
| rodptertte have received Form 1099s, m have resent ait individual Few (589s. In addition, out of an abwrKfanco 'of caution, wa sani ] 
| letters to all potentially affected Individuals (Le., ail individuals who are Form 1099 recipients) to inform them about the incident and j 
1 offter’erd ©m-ejlt, miajfittwtirrg srld stfsftltiy theftjxatestfel IdrsyBaf,We gayShPiics'talf® pstefffliiilysftefiligd 3ntfttpacSfiaens : er( Mareh j 
Ftar-jfjitaniyQyp*«licisai^.tF^wd0wan^aiflisc^ ' •■ ' .1 
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■ ■SqiUfee.’PMters.Bogp {138} UP- 
1500 W 3 rd Street, Suite' 450 : 

: pfevetedvOflis 44 Ml. 

0 +1216 657 3400 
F +1 216 587 3401 

■ sc5wireoaltonbogas.com 


WIchiaet E. MsKsona ' 
■ T ■' *1 M: 6 Sf.'a«? 


[DATE] 

[NAME] 

[ADDRESS] 


Dear ;' ' ’ ; ' ' "/ i . ... • ■ - ■■■ 

W<aare writingitolnferm you of an iocldeottfet may have involved your josrsosia! information, It has ' 
ccme to our attention that in the course of '.'mailing out annual 1099s,a 1099 for one (1) individual, 
recipient was mistakenly included in the envelope with another recipient's 10t9, We are not aware 
of any other Instances where a; 1099 recipient received another Individual's. 1099. To ensure that 
all intended recipients have received 1099s, we have resent all Individual. 1099s, In. addition,, oat. of 
an abundance of oautiPn, we are sending letters to all potentially affected Individuals {i,e.» all 
Individuals who- are 1099 mclpiente) to inform you about the. incident .and offer credit,. 

To be clear, we have not learned that your 109S ' was mistakenly mailed fa .$npth$r 
person,. However since we cannot determine whether paper copies of any other individuals’ 1099s 
were mtetatehly lncludecl In anotherindivldyal’s 1099 envelope, we are notifying ait of our individual 
' lO^Fectpiehte,^ 

If you received your 1099 from. Squire P&ttjw.Boms. {$PB} by dtp first or second week of 
F@brmm then your 1099 was not smt to another individual and this notice do&s not apply 

' "to-you. If you did not receive your T099 fey the second week in February, ft is possible another 
109® recipient received your 1099 along with their own,: however It: also possible that something 
else happened, such as. It got lost In the mail, or was opened and misplaced by another person, in, 
■your .household, 

For the sake of clarity no ptectrdhic 1099$ (or any other electronic records) were affected in this 
incident, ... h ;-■■■■■ i •■•■I ... 

We want to make you aware of steps you may take to guard against identity theft' or fraud. Please 
review theencdqsed Information ^boutlcferitiiy Thfft Protection, 

As an added precaution.* we: have arranged to have AliGIear ID protect your identity for 12 months 
at no cost la you, The following identity protection -staft-Oft ftiie.-.^atfs -crf'^sifn-blfCie.lanci you 

can'Use: them at any timedurfeg the nextl^ months, ■ ■ • 


47 oftbsm in 20 Coteries 

Squiw Fa’tai Bngsii (US) UP is. part the inten-aUorai tegs'- flnttSti* Sqwre Fatal Byjjsps, whtoti opsrste® wwidwMe ttwjfc ft m/Mbor of s«p8f®e 
legs! erttttss. 

Ficese wteii squt'BjMttersBggs.com is* more 
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AlfCiear identify Repair: This eervtcro la automatically ^ 

; If a problem arises, simply cal! 1-877-B76-03T9 and a dedicated investigator will help recover 
Tinancaanossts, restore your credit and ..make eyre your-identity Is returned to |s proper canditioiT 

MGtear Credit Monitoring: This service offers addittonf! layers of protection! including credit 
monitoring and a SI miionidentify theft insurance policy To use this service., you vwifi need to 
provide your personal interntatiOR to AifCiear ID. You may sign up online at enroil.aiScIearid.com 
using tbefoitowlna redemniSoricode: ’ I 

Ptepse note;: lAdditfonaf steps rpay : be;ippyiBdlijy.yPM^ in order to activate your phone alerts and 
monitoring optionsT' /'."■/././■•■■.. 

We take the protection-pi your persona! jnfermatiQr! senipusly and am taking steps to groverst a 
vsimiter occurrence, 

If you have further, questions of concerns about this ,incident, you contact pike McKenna, Global 
Chief Financial Officer/-Squire Patton Boggs at 216*687-3427.. We sincerely regret any 
■inco.riyehfe.hce nr .concern paused! by -this, incident 

Sincerely, '. 



1 1 / 

!CJte***^ 


Michael E, McKenna 
Globa! Chief .Financial Officer " 
Squire, Patton .Bsggs :{US) CLP 
1500 W. 3rd Street, Suite 450 
.Cteveland, Ohio 44T13 




To: Page 6 of 9 2018-03-23 20:06:12 GMT Squire Patton Boggs From: McKean, Amy L. 


' Info r mation about identity Theft Protection t 

yotrfegulgriy review stetesTients #001' per aedouiiis ard pgriodicslly obtain your credit 
report from one or more of the nations! credit reperfng companies; ' You rndy obtaln a free .copy, of your credit- 
. report online jtwww,annusfc^ i -8?7“322”tl22:8, .:sr : by main© an Annual Credit 

Report Request Form: tavailabte. at www ! ann.i^.(BdBrepoftcom) to: Annual Credit Report Request Seiyfee. P O 
Box 1'0S2$T, 'Mania.GA, 30348-5281. Sftjru-.rnay alepto#'Oft$ ■ 
wimomoWie.^ 

Equifax; P.O. Box 740241, Atlanta, Georgia 30374-0241,1-800-665-1111, www.squifax.com 

Experian; P.O. Box 9532, Alien, TX 75D13, 1-888-397-3742, www.9xperian.eorn 
TransUnion: P.O. Box 1000, Chester. PA 10022, 1-800-888-4213, www.transunfon.com 

When you receive '/our credit reports, review them carefully, Look for accounts or creditor inquiries that you did 
. not initiate or do not recognize. Look for information, such as heme address and Sgciai Security number, that is 
not accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number 
on the report. 

We eoorttffterici yew remain vigtert with respect to reviewing your account statements and credit reports, and 
promptly report any suspicious activity or suspected identity theft to us and: to the proper law enforcement 
authorities, including local law enforcement, your state's attorney general and/or the Federal Trade Commission 
("FTC"). You may contact the FTC or your state's regulatory authority to obtain additional information about 
avoiding identity theft 

Federal Trade Commission, Consumer Response Center 

: Jj900-VVlswhhiiitany pC3_lacS58Pi,' ^^H®*^SFT'_(438-4??gW9v «w^=ftoL9pw/lcWhffft : - 

. For residents of Mstrylandt Yqu may-.©feq.qWw frifomiatfor? :sbout|jf:ev@nfcg and.-avoiding jcfsitly theft 
from tie Maryland Officer o‘ the Attorney C^eral; 

■Maryland GW ice of the Attorney: GerieraJ, Consumer Ftotectton : 0'Mstan 
200 St. Paul Place, Bsftmqre, MD 21252,1TS8B-743-0^ 

■ For residents of North. Carolina; You mayalso obtain IntoiwiBfiOR about preventing and avoiding identity 
' North Carpina Aftomey Genersif’s Office: ■ 

North. Carolina Attorney .General's Office, Consumer Protection.Olvision 
■ . 90CI1 :Mai.'Servie.e:GenteF, RaWfh, NC:2760S-0OO1,1*87f4-NO-SGAy, WvmrtOdisj.gOv 

The next 2 paragraphs are regarding tecWfents Jnvofvtng peKOttal health Informafton, Disregard If'nat 
applicable toyour situation, 

We reeoirtmend that pu reguJarty review the explanation of benefits statement that you receive from yoUr 
'insurer. ifyOy see. any sarvioe that you .believe ymr .did not receive, pieasectelaGtyoorlRSiireT it thte,na!?jber 
or? the staternifit: if you do no! receive n^iular exptemiort benefits stetements. cofisct ymr provider and 
request them to sendsu^Tstetemenls toildwfrig 'the provision of services, in your name sr dumber, 

You may .want to .sitter coptesof youremdi reports and isrieeic- medtHs@f. that -you do not recognize, if 

you llrttf ariylhlng suspicious, cal the credit reporting agency at the phone number'on the Tgport Keep a copy of 
this notice for your ;fbojkIs In case of future prsblems wilh your medical records, You.mgyatBO. want to' rstfuest 
a rapycf your ■mKfiMi r'ecprdt fQm your p'bvider, to scry© as a baseline. If you ■ are t Galffdrnia .ftsfdent, ws : 
suggest that you vlsitihe web site of the California ©ice of Privacy Protection at www.privacy ca.gov to find 
more frifwrniiofli,ffc®ul your medical; privacy.’.. 

Fraud Aitrts: There are afeoiv/o'types -of fraud alerts that you- cars plaoi ort your'credit report to put your 
■creditors on ifetfc©: that you may be a victim of fraud; * WW afeitaM m extended atert, You may iakthat hn 
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initial fraud alert be placed on yaur credit report jfyou suspect joy have been, or are about to be, a victim of 
id&htityfoeff;, An initial [fraud aieitstays on: your credit . for feast : 00 scfay®, You may-hay© an extended 

aiert placed on your credit report if you have already been a victim of identity theft with the appropriate 
documentary proof, An extended fraud aiert stays on your credit report for seven years. You can place a fraud 
aiert on your credit report by calling the toll-free fraud number of any of trie.throe national credit reporting 
agencies listed below. 

Equifex: 1r88&7@6-0GGS; wwwequifex.pam 

'■, ©tperbnt , :T--S88-^ 

TransUftion; 1»|6O'€f0'7288, fratid4rari^wofi-porn 

Credit .Freezes fforNort-Massachusetts Retoderrts); You may t^e'the,^ttejp«ta : p?edtft.free?ei alsofrnewn 
as a .security freeze, on. your credit file, so that no new credit can be opened in your name without the use of a 
PiN number that ss issued to you when you initiate a freeze. A credit freeze is designed to prevent potential 
credit grantors from accessing your credit report without your consent If you place a credit freeze, potential 
creditors and other third parties will not be able to get access to your credit report unless you temporarily lift the 
freeze. Therefore, .using; «tcredit feeze may delay s In addition, you may tnourfees. 

to place, ifft andfor remove a credit freeze! Credit freeze laws vary from stele to state. The cost of piecing, 
■temporarily lifting, and removing a credit freeze,ate varies by state, generally Iff to 120 per action at each credit 
reporting company. Unlike a fraud alert, you must separately place a cr&clit freeze qn ymr at each 

■Since: the iristfuctions.fof hc^ to establish & credit freeze differ fram state to state, 
-.plesasa <spit*iact-th^:' : thre& majprcsi^rt-repe^f^.pofrnpaftletes? 3s.'sypecffie^.‘te!afw,to-find'a.u^.iitor^JnfE?mriatlQr?; 

Equifax: ABC). Box 105788, Atlanta, QA 30348, 'wvwrequifaxioam. 

Experian: '1*0. GoxvSSjW;, Alien, 

■. TransUrrien LLO: H& ; Bie^'0OO :! .Ohe«leh fre^,:tfw!SMhtoh.corn 

You: ran obtain mo*e irttermafen about fraud alerts grid credit freezes by contacting tha FTC erona of the 
national credit reputing agencies listed above, 

Credit Freezes (for Massachusetts Residents); IMsssachusetts law gives you the right to place a security 
freeze on your consumer repois A security freeze is designed to prevent credit, tens ana services from being 
approved Sis your namevwfhout yppr eorsehb Using -a -secwrity freeze, fiowevsr, may delay your ability teobtein 
credit. You may tesguesf Wat a fr eeze be placed on your creditreport fayspncfing a request tola credt reporting 
agencyby cenifted mali, ovemightmail or regularetompedmailtotoe.gridress oeiow: 

Equifax; ■■ Bq*..1p57B6 I .Aifeft^,-.(^A:3.03^ ; 

Expfriarc • '■■•. Bb>¥.i9i554 e ^teft I /T^'^6pi'3 r 'vbfyyysMS)i3»^^hvCtiifW 

TransUnion LLC: BO. Sox 2000, Chester, 'PA,.^19022*2000, freeze,traisunlaf5.com 

UnilkeMMudakrt.you must separately pla ce a cme?#.freeze .-<3zj j^pz/riiCT r ^iiif.,^r. aif-eac/r. ' 

Thefoil owing information should'beJndudffo when j ague sting a sepyrity freezo^ooumentatioff tor you your 

spouse must te submitted Mien freezing $ spouse’s credit report};:, fu 1 name, w$| middle initial a rfo any suffixes: 
Social Security number; date of birth (month, day and: year); 'current address ;anc) previous addresses for the 
paslfrve (5) years, ana appfcabfe fee (if any} or incident report or complaint with a law enforcement agency or 
the Departmental Motor Vehlctesy The request should Biso indude- a copy of-ra.^yerru^eiT^fesijed; 
card, such m a driver’s IfeerisB, stole or military tO card, and a copy of A wflty bsi!. bank or insurance statement 
Each copy should; be te§lbte, display your ; ns.me and cyrrertt mailing address, .arid;the date, of issue (statement 
dates must be recent), Tree;®^dftrsportln|cprnfiqny retry cliargt a reasonable fee of up fo $5 to place a freeze 
or lift: or remove a ftBeze, unless you are. a victim of identity theft or the spouse of a victim of identity theft, and 
iiave submittod a yaWiSDitoe repoiS relating to the fderiftiyihefrfoite crid|repartiBg6Gmpah^ " 
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it you became a victim of fraud using your personal inforimaiiort without aolhonzatiort, AUClear 10 wit! help recover your financial 
losses and restore your identify. Benefits include: 


» vTfenev. months of coverage witti no enrollment: required 

* No cost to you — ever. Ai'Cieat Identity Repair is paid for by the particjpatmg Company 
Services Provided 

if you suspect identify theft, simply call AUClear ID to fits a claim. AUCtea? ID wilt previse appropriate end necessary 
remediation services f Services*) to help restore the compromised accounts and your identity to the state prior to the incident 
of fraud, Services are determined at the sole discretion of AlSCfear SO and are subfaci fo the terms end conditions found .on 
' the ASClear ID website, AliQsar Utemfify Repair Is not » Insurance policy, and AitClear ID wlti noi mate payments or 
reimbursements to you for any finemsal loss, liabilities or expenses you incur, 

Cevstagg Fsclod 

'Servici@;.iBitH£o«!^ frTfrns* swjhsfre|in:frie'drt9‘#^.:bf«shtes%S&ft ■' 

. ftssifics&ji you. received frDm:GqEnpaity ftft;iCqv^apePeriod ! ’j, fraud .Events '{;ea<tt ( -ao’'’Eyenf)..i5af Were dfepvemd pi for • 
iDystffvsyersgS'Period are nstcave^by ASICfsar Trientlty'Re:f5»lr .s^issst,. ■. 

Eligibility Requirements 

To be eligible tor Services under AUClear Identity Repair coverage, you must fully comply, without Iknttatlons. with yew 
• obHgatiorsa under the terms herein, you must bo e otlxen w legal resident eighteen (13! years of age or eider, and have a 
valid. U.S Social Security number Minors-under eighteen {18} years of age may be eligible, but must be sponsored by « 
parent or guardian The Services cover only you and your personal financial and medteat accounts that are directly associated 
with .your valid U.S, Social Security number, including put not limited to credit card, beak,; or ether financial accounts and/or 
medical accounts. 

{Howto fits « Cfolfrt . 

If you become a victim cl fraud covered by the AMClear identity Repair services., you must 

* Notify AJlCtear ID by calling 1835.434.8077 to report the fraud prior to expiration of your Coverage Period; 

* Provide proof of eligibly for AUClear Identity Repair by providing the redemption code art the notification tetter you 
received from the sponsor Company; 

* Felly caspsfafei.arK! be Tmtfiftti with AUClear:ID abbuf-tito Esraht arid agree ls e»cula gny stosumertte AtiCiesr ID 
may reasonably require; and 

* fully cooperate with AliClear ID in any rem.edtaticsn process, including, but not limited to providing AllCtear ID with 
copies of ail available investigation files or reports from any institution,, including, but not limited to, credit institutions 
or law enforcement agencies, relating fo she alleged theft 

Covmge wndfir .AttCfear Identity Itepslr Ones Not Apply id tlteFftttowtof; 

.;Arty.@xp8n$!e i ,«^a@eor-to^r- .'■■■ "... 

-'•* Tpue.ia .■■ ■ .- '■ 

. •• ^y/fransadfehs-eR ytok raade fyf «i^'t}^'v!m9 f .9^'M-»d$hg wiimfi^cmrkrimi^ds-^ 

or 

o Any act .of theft, deceit, coltuston, dishonesty or criminal act by you or any person acting in concert with you, w 
by any of your authorized representatives, whether acting alone or in collusion with you or others (collectively, 
your -Mlsrepreaentatkirf*); 

* incurred by you from an Event that did not occur during your coverage period- or 

■* in connection with an Event that you fail to report to AUClear ID prior to-the expiration of your ASClear Identity Repair 
. p&»fago parted,- - ■.■■■ ■., /' . 

Other Exclusions: 

* AliCiear ID wi!» net.pay or be obligated tor any costs or expenses other than as described herein, including without 
limitation fees of any service providers not retained by AliCiear IQ; AUClear ID. reserves the right to investigate any 
asserted cfeim to detorrrti.rie.its validity, 

* AUClear ID is not an insurance company, and AnCiesr Identity Repair Is net sn insurance policy; AliCiear ID win not 
make payments or reimbursement# to you for any loss or liability you may toeur 

» AUClear ID is not a cred* repair organization,, is not a credit counseling service, anti does not promise to help you 
improve your crse.it history o? rating beyond resolving incidents of fraud. 

* AUClear ID reserves tbs right to reasonably investigate any asserted claim to determine its validity All recipients of 
AUClear Identity Repair coverage! are- expected to protect their personal information at a reasonable way it .ail times. 
Accordingly, recipients will not deliberately or recklessly disclose or publish their Social Security number or any other 
personal information to- those who would reasonably be expected to improperly use or disclose that Personal 
information, 

















To: Page 9 of 9 2018-03-23 20:06:12 GMT Squire Patton Boggs From: McKean, Amy L 




OpTOHtPoIrcy 

Ifferany : nsasarf, you wfsf'i-to fcavss- jrifortftaiion removedfan the gligiMay dsSabase tor AllCtear lifaityRsfar,' pteass 
• 't»ntae|.Ali©!eftriDi ■ ... •••• . '•••■ 


' , '§**3 '• ...!“* . . “ - 

Mai! 


' 1 Phone 

support^BSldsHrSd.Ciom 

AliCtear 115,1 

net, ” 

■ I tJSS;4|i,M77 


oisi tipngyes 
Austin, Texa 

s AwMiU® Suits 
& 78701 

W&v l- 

. ■ - r • •■■ ■ ■ ■■ : . .. •. 









